Vertex Flow ja Keycloak asetuksia Microsoft Entra ID:hen 2025-10-03 / MT

Tama sama ohje soveltuu seka testi- etta tuotantopuolen asetuksiin.
Kirjaudu Azure asiakkaan tenant:iin ja valitse

-> Microsoft Entra ID ->App registrations -> New registration

< C @ | & httpsy/portal.azure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~/RegisteredApps

Microsoft Azure P Search resources, services, and docs (G+/) I T copilot

Dashboard > VXTEST2

VXTEST2 | App registrations = - X

« -+ Newregistration (P Endpoints X Troubleshoot () Refresh L Download Preview features A7 Got feedback?

a
I Preview features
X | ‘ @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will
# Diagnose and solve problems continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft
Authentication Library (MSAL) and Microsoft Graph. Learn more.

v Manage

& Users

All applications ~ Owned applications  Deleted applications
&2 Groups —_—
BE External Identities L Start typing a display name or application (client) ID to filter these r... *v Add filters

= Roles and administrators

4 Administrative units This account isn't listed as an owner of any applications in this directory.

. Delegated admin View all applications in the directory

partners
i Enterprise applications
[T) Devices
| i, App registrations

(&} Identity Govenance v

Luo uusi registration
keycloak-app-flow-yrityksennimi-test
Tuotantoon tehddan myohemmin: keycloak-app-flow-yrityksennimi-prod

naiden kuvien mukaisesti:

tossavainen@verte.
VXTEST2

Dashboard > VXTEST2 | App registrations >

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

‘ keycloak-app-flow-yrityksennimi-test v

Supported account types

Who can use this application or access this API?
"iji Accounts in this organizational directory only (VXTEST2 only - Single tenant)

() Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

(_) Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

F) Personal Microsoft accounts only

.

Help me choose...

By proceeding, you agree to the Microsoft Platform Policies



HUOM! Ilmoita Vertexille Entran (copy/paste)
Application (client) ID
Directory (tenant) ID

Paina: Add a certificate or secret

& G ) () https://portal.azure.com/#view/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/~/Overview/quickStartType~/null/sourceTyp... £ A Y {‘E @ : ﬁ

£ Search resources, services, and docs (G+/)

Dashboard > VXTEST2 | App registrations >

keycloak-app-flow-yrityksennimi-test = - X

‘)’3 Search | o« ]E Delete @ Endpoints Preview features

| & Overview ﬂ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

&4 Quickstart
a
%" Integration assistant A Essentials
# Diagnose and solve problems Display name Client credentials
keycloak-app-flow-yrityksennimi-test Add a certificate or secret
> Manage
Application (client) ID ILMOITA TAMA ARVO'VERTEXILLE! Redirect URIs
> Support + Troubleshooting 3796550b-99c2-493d-b38b-471d0fa29233 Add a Redirect URI
Object ID Application ID URI
5639efaa-950f-42f7-01~4 420170172638 Add an Application ID URI
Directory (tenant) ID ILMOITA TAMA ARVO VERTEXILLE! Managed application in local directory
1fac37f5-56e1-423a-8426-e82323842266 keycloak-app-flow-yrityksennimi-test
My organization only
X
ﬂ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more
ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We <
will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to
Add or remove favorites by pressing CtrL +Shift+F Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more v

Paina: Add a certificate or secret

Tee New Client Secret nimelta keycloak-client-secret

< O (@ O httpsy/portal.azure.com/#view/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/quickStartType~/null/sourceTy.. B AY ¢ 1= O

Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot mika.tossavaines

Dashboard > VXTEST2 | App registrations > keycloak-app-flow-yrityksennimi-test Add a client secret X

keycloak-app-flow-yrityksennimi-test | Certificates & secre

Description keycloak-client-secret |

o . & ?
P search | « A7 Got feedback? Expires 730 days (24 months) v |
i Overview -
& Quickstart Credentials enable confidential applications to identify themselves to

scheme). For a higher level of assurance, we recommend using a certi
;-,‘ Integration assistant

K Diagnose and solve problems
- M @ Application registration certificates, secrets and federated credentia
anage

B2 Branding & properties

Certificates (0) Client secrets (0) Federated credentials (I
3 Authentication

Certificates & secrets A secret string that the application uses to prove its identity when re
{I! Token configuration 4 New dlient secret

-2 APl permissions = R
Description Expires

& Expose an API

- No client secrets have been created for this application.
¥L App roles

2 Owners

. Roles and administrators v m

Add of remove favorites by pressing Ctrl+Shift+F

Be



HUOM! Ilmoita Vertexille Entran (copy/paste)

Client Secret ID Value

< C @ | O nhttpsy//portalazure.com/#view/Microsoft AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/quickStartType~/null/sourceTy... B

® s 0

A0 @ - O

£ Search resources, services, and docs (G+/)

 Copilot & mika.tossavainen@verte.

Dashboard > VXTEST2 | App registrations > keycloak-app-flow-yrityksennimi-test

keycloak-app-flow-yrityksennimi-test | Certificates & secrets = - X

‘ £ Search |

o Overview

&4 Quickstart

#" Integration assistant

#{ Diagnose and solve prablems

' Manage

B2 Branding & properties

3) Authentication
Certificates & secrets

11! Token configuration

-2~ API permissions

& Expose an AP

App roles
da Owners

at. Roles and administrators

Sy S S e

;-‘2,7 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an “
HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates (0) Client secrets (1) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
~+ New client secret
Description Expires Value @ ILMOITA TAMA ARVO VERTEXILLE! ~ Secret ID
keycloak-client-secret 10/3/2027 ONK8Q~jOYjl6cBIPMcx2bNUMPRRsY... [ - ded0f31d-9a5d-4a07-af30-1ecd5cfs0... [ [il]
v

Aseta Entran RedirectURL kuvien mukaan.

< C @

Microsoft Azure

Dashboard > VXTEST2 | App registrations > keycloak-app-flow-yrityksennimi-test

(O https://portal.azure.com/#view/Microsoft_ AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/quickStartType~/null/sourc... H

At 08 - O

2 Search resources, services, and docs (G+/)

& mika.tossavainen@verte... g
vxTestz W

@z 0

T Copilot

Configure platforms X

o) keycloak-app-flow-yrityksennimi-test | Authentication =

‘,0 Search ‘ 0

e Overview
& Quickstart
7" Integration assistant
 Diagnose and solve problems
v Manage
B3 Branding & properties
2 Authentication
Certificates & secrets
il! Token configuration
-9~ API permissions

& Expose an API

App roles
A8 Owners
4+ Roles and administrators

Manifest

Web applications

() weo

Build, host, and deploy a web server
application. .NET, Java, Python

,'0\; Got feedback?

W Single-page application

Configure browser client applications
and progressive web applications.
Javascript.

Platform configurations

Depending on the platform or device this application is targeting,
redirect URIs, specific authentication settings, or fields specific to the

~+ Add a platform

Mobile and desktop applications

e i0S / macO$

Objective-C, Swift, Xamarin

Supported account types ™
PP yp |'| Android
Who can use this application or access this API? Java, Kotlin, Xamarin

@ Accounts in this organizational directory only (VXTEST2 only - Sit

O Accounts in any organizational directory (Any Microsoft Entra ID

Help me decide...

@ Mobile and desktop
applications

Advanced settings Windows, UWP, Console, loT &

Limited-entry Devices, Classic iOS +
Allow public client flows @ Android

Enable the following mobile and desktop flows:



Microsoft Azure £ Search resources, services, and docs (G+/) I 0 Copilot @ 8B @ & mika.tossavainen@\‘f;‘rr‘t;; Q'.n

Dashboard > VXTEST2 | App registrations > keycloak-app-flow-yrityksennimi-test conﬁgure Web X
3 keycloak-app-flow-yrityksennimi-test | Authentication »

< All platforms Quickstart  Docs(A

‘/0 Search ‘ o« 22 Got feedback?

. *Redirect URIs
e Overview
The URIs we will accept as destinations when returning authentication responses (tokens)
Quickstart @ Gotasecond to give us some feedback? = after successfully authenticating or signing out users. The redirect URI you send in the
, X X request to the login server should match one listed here. Also referred to as reply URLs. Learn
7 Integration assistant more about Redirect URIs and their restrictions

Platform configurations

# Diagnose and solve problems https.//flow-yrityksennimi.vertex.fi:8143/auth_test/realms/vertex-flow-realm/broker/entre

' Manage Depending on the platform or device this application is targeting,
redirect URIs, specific authentication settings, or fields specific to the

B2 Branding & properties
- Add a platform
3) Authentication

Certificates & secrets

11! Token configuration Web
Redirect URIs

-9~ API permissions
The URIs we will accept as destinations when returning authentic
@ Expose an API redirect URI you send in the request to the login server should n

. and their restrictions"
% App roles

48 Owners Add URI
&, Roles and administrators

il Manifest

Cramt rhannal lamaod 1ID]

> Support + Troubleshooting

Add or remove favorites by pressing CtrL+Shift+F

Aseta Entran Redirect URL
URL:in nimen alku on sama kuin Flow selaimella xxx/auth -merkkiin asti
Testipuoli

https://flow-yrityksennimi.vertex.fi:8143/auth_test/realms/vertex-flow-realm/broker/entra-identity-
provider/endpoint

Tuotantoon tehdaan myéhemmin:

https://flow-yrityksennimi.vertex.fi/auth/realms/vertex-flow-realm/broker/entra-identity-provider/endpoint

Voitte tehda samankaltaisesti rekisterdinnin Vertex Flow tuotantoa varten. Eroavaisuudet on kirjattu
tdhan ohjeeseen Tuotantoon tehdaan myohemmin: -kommentilla.

Taman jalkeen ilmoittakaa seka testi- etta tuotannon arvot Vertexille.
Application (client) ID

Directory (tenant) ID

Client Secret ID Value

Kayttakaa copy/paste muotoa ja toimittakaa sahkdisesti, etta voimme kirjata arvot suoraan Vertex
Flow / Keycloak asetuksiin.

Huom! Voitte vaihtaa Flow kayttajan EntralD:hen vasta kun olemme tehneet muutokset ja
annettu siihen lupa!

Kayttajahallintajarjes

telma ® Flow kirjautuminen

Vahva kirjautuminen (Keycloak)
Ulkoinen identiteetin hallinta (Maarittelemattad)


https://vertexsystemsoy-my.sharepoint.com/personal/mika_tossavainen_vertex_fi/Documents/in

